SAFE USE OF DIGITAL TECHNOLOGIES AND
ONLINE ENVIRONMENTS POLICY

Alberton Out of School Hours (OSHC) Service is committed to fostering a culture that creates and
maintains a safe online environment with support and collaboration from staff, families and community.
As a child safe organisation, our OSHC Service embeds the National Principles for Child Safe Organisations
and continuously addresses risks to ensure children are safe in physical and online environments

NATIONAL QUALITY STANDARD (NQS)

QUALITY AREA 2: CHILDREN’S HEALTH AND SAFETY

2.2 | Safety Each child is protected
2.2.1 | Supervision At all times, reasonable precautions and adequate supervision ensure
children are protected from harm and hazard.
Child Safety Management, educators and staff are aware of their roles and

2.2.3 | and Protection | responsibilities regarding child safety, including the need to identify and
respond to every child at risk of abuse or neglect
QUALITY AREA 7: GOVERNANCE AND LEADERSHIP

7.1.2 | Management Systems are in place to manage risk and enable the effective management
System and operation of a quality service that is child safe.

EDUCATION AND CARE SERVICES NATIONAL LAW AND NATIONAL REGULATIONS

S. 2A Paramount consideration—safety, rights and best interests of children

S. 162A Child protection training

S.162B Child safety training

S. 165 Offence to inadequately supervise children

S. 167 Offence relating to protection of children from harm and hazards

S.174(2)(a) | Notification of serious incident

PART 6A Devices in education and care services

12 Meaning of serious incident

73 Educational Program

76 Information about educational program to be given to parents
84 Awareness of child protection law



https://childsafe.humanrights.gov.au/national-principles/download-national-principles

115 Premises designed to facilitate supervision

122 Educators must be working directly with children to be included in ratios
123 Educator to child ratios — centre-based services

149 Volunteers and students

155 Interactions with children

156 Relationships in groups

168 Education and care services must have policies and procedures

168(2)(ha) | The safe use of digital technologies and online environments at the service

170 Policies and procedures to be followed

171 Policies and procedures to be kept available

172 Notification of change to policies or procedures

175 Prescribed information to be notified to Regulatory Authority

176 Time to notify certain information to Regulatory Authority

181 Confidentiality of records kept by approved provider

183 Storage of records and other documents

184 Storage of records after service approval transferred
PURPOSE

Children and young people have a right to safety and protection at all times, including when being
photographed or filmed and when accessing electronic devices and technologies at Alberton Primary
School OSHC. This policy notes our obligations and commitment to safeguard and promote the wellbeing
of children. The safety and wellbeing of children remains a priority for all levels of government and is a
key objective of the National Quality Framework (NQF). On behalf of the Australian federal government
and all state governments, the Australian Children’s Education and Care Quality Authority has undertaken
a review of child safety arrangements under the NQF. Following the review, a voluntary National Model
Code for Early Childhood Education and Care was developed to support providers and services to
promote a child safe culture. In response to the review a number of regulatory amendments were made
to strengthen requirements for child safety in policy.

SCOPE
This policy applies to children, families, staff, educators, management, approved provider, nominated
supervisor, students, volunteers and visitors of the OSHC Service.



TERMINOLOGY For additional definitions and key terms used within this policy, refer to Key Terms —
Policies and Procedures.

Artificial
intelligence (Al)

An engineered system that generates predictive outputs such as content,
forecasts, recommendations, or decisions for a given sent of human defined
objectives or parameters without explicit programming.

Capturing

An image includes filming, recording or taking a photo/image of a child

Cyberbullying

When someone uses the internet to be mean to a child or young person so
they feel bad or upset.

Cyber safety

Safe and responsible use of the internet and equipment/devices, including
mobile phones and devices.

Digital devices

All electronic equipment capable of capturing, storing, transmitting or
receiving data, images or video- including computers, tablets, mobile phones,
cameras, smart watches, wearable devices, baby monitors, smart toys and any
other internet-connected data-enabled devices

Disclosure

Process by which a child conveys or attempts to convey that they are being or
have been sexually abuses, or by which an adult conveys or attempts to
convey that they were sexually abused as a child.

Generative artificial
intelligence (Al)

A branch of Al that develops generative models with the capability of learning
to generate novel content such as images, text and other media with similar
properties as their training data.

Harmful content

Harmful content includes sexually explicit material; false or misleading
information; violence; extremism or terrorism; hateful or offensive material

ICT

Information and Communication Technologies.

[llegal content

Content that includes images and videos of child sexual abuse, content that
includes terrorist acts, content that promotes, incites or instructs in crime or
violence or footage of real violence, cruelty and criminal activity.

Images and videos
of children

Any photographic, video or audio recording of children being education and
cared for by the Service, whether captured on Service-supplied or personal
devices

National Model
Code

The National Model Code for Early Childhood Education and Care, released by
ACECQA which provides guidelines about the use of personal electronic
devices in education and care services, including taking images or video of
children.

Online hate Any hateful posts about a person or group based on their race, religion,
ethnicity, sexual orientation, disability or gender
Online Any internet-connected platform, application, website or digital service

environments

accessed or used at or in connection with the Service

Optical Surveillance
Device

Including closed-circuit television (CCTV) systems and any device used for
visual monitoring at the Service

Personal electronic
devices

A device that is owned by a person (NOT owned/supplied by an approved
provider for education and care purposes) and is capable of capturing, storing
or transmitting an image or video. Includes personal mobile phones, tablets,
smart watches, META sunglass (wearables), personal cameras and personal
storage media such as SD/memory cards, USB drives, hard drives and cloud
storage and other new emerging technologies

Service-supplied
devices

A device owned or supplied by an approved provider and is used exclusively to
provide education and care. It may capture, store or transmit images and




video of children. Examples include phones, cameras, tablet computers and

hard drives.

Smart toys Smart toys generally require an internet connection to operate as the
computing task is on a central server

Sexting Sending a sexual message or text, with or without a photo or video, using a
phone service or any platform that allows online messaging or chat

Transmitting Includes sharing a photo by text message, email, USB/hard drive, uploading to

social media or information sharing platform or any other form of distributing

an image or recording, including live streaming

Unwanted contact | Any type of online communication that makes you feel uncomfortable, unsafe

or harassed

Source: Glossary to NQF Child Safe Culture and Online Safety Guides- ACECQA 2025 and ACECQA 2026
Using digital devices in centre-based education and care services

IMPLEMENTATION

PERSONAL ELECTRONIC DEVICES

Personal electronic devices that can take images and video All staff and volunteers working with and/or
providing a service to children at department ECEC services and programs are not permitted to have a
personal electronic device that can take images or videos in their possession or with them when:

¢ they are working directly with children whether indoors or outdoors

* they are in a space or spaces that are primarily used for Alberton OSHC services or programs where
children are in attendance.

A personal electronic device includes mobile phones, digital cameras, tablets, smart watches and other
new and emerging technology, where those technologies have image taking or video recording capability,
and personal storage and file transfer media (such as SD cards, USB drives, hard drives and cloud
storage). Staff and volunteers must ensure their personal electronic devices are appropriately stored in
areas away from spaces used by children such as in a staff room or office. Parents who are interacting
primarily with their child are able to retain their personal electronic devices during for example picking up
and dropping off their children, playgroup etc but must not use personal electronic devices for taking
images except of their own child/ren. Parents are encouraged to refrain from using personal electronic
devices in ECEC services and programs. Visitors may retain their personal electronic devices as long as
they are not working directly with children but are unable to take images or videos of children.

EXCEPTIONS
Staff and volunteers (including students) must seek written approval to have possession of a personal
electronic devices for the following essential purposes:
Excursions and transportation:
e during an excursion, including regular outings
¢ while the children are being transported by the service or on transportation arranged by the
service. Note: The essential purpose must relate to child safety or an emergency.

Personal circumstances:

e personal health requirements (such as heart or blood sugar level monitoring)

» disability (such as where a personal electronic device is an essential means of communication for an
educator or staff member)

e family necessity (such as a worker with an ill or dying family member). The relevant details, including
the appropriate approval, must be recorded using the Electronic Devices Exemption Form.

In all circumstances such approval is given for the essential purpose only and the personal electronic
device must not be used for any other purpose including taking images and videos of children.

SERVICE ISSUED DEVICES



Only service-issued devices are to be used to take images and videos of children. Service-issued devices
are those that are provided by Alberton Primary School OSHC. Service-issued devices which are used for
taking, sharing, or storing images or videos of children or used in programs with children must be used
exclusively for the purposes of providing education and care. No personal use of these devices is
permitted.

The following must be observed with respect to the use of site service-issued devices on the service or
department network:

1. Service-issued devices must not be used by an employee’s family or friends.

2. USB thumb drives or portable drives from an unknown or untrusted source are not to be connected to
department equipment. Site service-issued devices with wireless or mobile technology may use a
department-provided SIM card, or one purchased separately under departmental procurement
processes. All SIM cards and internet services must comply with the ICT cyber security standard and be
used only in department-purchased devices. Site service-issued devices may also connect to non-
department wireless networks (such as home Wi-Fi), provided security controls are followed — including
avoiding open/public Wi-Fi, using strong and unique passwords, and locking the device when not in use.
All staff accessing the service or department network are required to read and sign the ICT Acceptable
Use Agreement which includes information on the acceptable use of ICT resources, and consequences of
inappropriately using department assets.

IMAGES AND VIDEOS OF CHILDREN
CONSENT FROM PARENTS TO TAKE, USE AND STORE IMAGES AND VIDEOS OF CHILDREN

Alberton OSHC must obtain consent from parents to take, use and store images and videos of children.
Consent will be sought upon enrolment. Consent may be revoked by a parent or carer at any time.

TAKING IMAGES AND VIDEOS OF CHILDREN

When used intentionally as part of implementing an educational program, electronic devices can be a
useful educational tool, including to assist in documenting a child’s learning. Services should be clear
about their purpose for taking images of children and must ensure appropriate practice when taking
images and videos of children. Where possible, images should only be taken in places where another
educator or staff member can see the image being taken. Staff in scope of this policy can take and access
images and videos of children on service-issued devices. Taking images of children must primarily relate
to children’s learning, development and wellbeing and include taking active steps to ensure the safety,
privacy, dignity and rights of individuals. Prior to taking images and video, appropriate consents from
parents must be obtained and respected. Due consideration should also be given to ascertaining
children’s assent to be photographed or filmed. This includes verbal and/or non-verbal assent such as
smiling or nodding (to assent) or shaking head, turning away (showing dissent).

INAPPROPRIATE IMAGES OR VIDEOS OF CHILDREN

Inappropriate images and videos of children must not be taken. Inappropriate images or videos are any
that do not directly relate to the individual child’s participation in activities in the education and care
program including where a child is:

e not appropriately dressed or in a state of undress including in their underwear or where genitalia are
exposed

e toileting or having their nappy changed
* in a pose or position that could be perceived as sexualised

e anxious, in distress or experiencing/demonstrating dysregulation



e compromised in regard to dignity or cultural background
e injured and first aid has not yet been administered
USING IMAGES AND VIDEOS OF CHILDREN

Digital photos and videos have become a common tool in OSHC services and programs. This type of
communication can and does play a role in engaging families in a child’s education and care experiences,
particularly where there may be low levels of literacy or English is not a family’s first language. As part of
consenting to their child being photographed and videoed, parents should also be made aware of how
images will be used by the service or program including:

* creating identity and belonging through photo displays of individuals and groups in the service
¢ identifying children with additional support, health or medical requirements

e documenting and sharing children’s learning and engagement

¢ informing and supporting assessment and reporting on children’s learning

e communicating with families about their child’s participation in the learning program.

It is inappropriate for any image or video of a child to be shared to platforms beyond the intended
purpose of the image or video, or for which permission has been obtained.

STORING IMAGES OF CHILDREN

Data privacy and security play a crucial role in protecting personal and sensitive information in the digital
world. Data privacy focuses on the proper handling and use of personal or sensitive information. Data
security focuses on the protection of digital information from unauthorised access, disclosure, alteration,
or destruction. Images of children should only be accessed and stored on service-issued devices. Digital
images and video must not be shared or downloaded to other devices and platforms that are not
approved or monitored by the service or the department. Personal storage and file transfer media such
as SD cards, USB drives, hard drives and cloud storage should not be in the possession of, or available to,
any staff member or volunteer while providing education and care and working directly with children.
Site service-issued devices are not to be used as the sole repository for department information. All
department information stored on service-issued devices must be regularly backed up to an appropriate
network location, cloud service, or application intended and approved for storing official information.
Officers from ICT Services will provide guidance, upon request, on user responsibilities and options in
relation to data back-up for important information that is stored locally. These back-ups must be given
adequate protection against theft or loss.

DIGITAL DEVICES USED BY CHILDREN

The use of digital technology at Alberton OSHC sits within a broader learning environment that is play
based, where children’s learning is dynamic and holistic and where children are active participants in
their learning. The early years learning framework (EYLF) outlines that ‘digital technologies and media can
enable preschool children to access global connections and resources and encourage new ways of
thinking’. Use of digital technology also aligns with the My Time, Our Place Framework (MTOP) where
digital technologies and media are used to support children to access information, explore new ideas,
and engage in innovative ways of thinking and communicating This includes children using digital
technologies and media to investigate and problem solve. Digital devices in OSHC services are primarily a
teaching and learning tool used by educators and not a device for passive consumption by children, for
example integrating the use of technologies into children’s multimodal play. The Australian Government
has published physical activity guidelines by age which set out recommendations for the maximum
amount of screen time for children. Children aged 3-5 should have no more than 1 hour of screen time
per day. Children aged 5-12 years should have no more than 2 hours of screen time per day. All devices



must only be used by children when they are actively being supervised. Educators must be able to
observe screens directly, monitor children’s online activities and respond promptly to any signs of unsafe
behaviour or distress. Additionally, educators will need to develop risk assessments with children
regarding the use of digital technology and online environments. The risk assessment will include online
safety, including steps for notifying educators of anything unsafe or inappropriate on the device when
they use it and the environment in which they are to use the device.

Where children at Alberton Primary School OSHC access digital devices their use must be:
e part of the teaching and learning program

 appropriate to the age of the child

e strictly time limited

¢ modelled and supervised by an educator in shared spaces

e supportive of healthy posture to avoid strain when looking down at devices.

Digital devices for children at Alberton Primary School OSHC must:

* be service issued

 have strong privacy settings enabled.

Digital devices for children at Alberton Primary School OSHC must not:

« provide unrestricted and/or unsupervised access to the internet

e enable any personal information, including images, to be uploaded

e use free apps that pose risks to pop up advertisements and inappropriate content

* pose risks to children’s physical health and wellbeing through overuse, strain or eye glare.

Children at Alberton Primary School OSHC should not bring digital devices from home including smart
watches and air tags. The site leader may approve the use of digital devices for educational or
communication purposes such as an augmented and alternative communication device (AAC) for a child
with additional needs/disability.

APPROVED PROVIDER / NOMINATED SUPERVISOR / MANAGEMENT RESPONSIBILITIES
GOVERNANCE AND COMPLIANCE
e Ensure compliance with the Education and Care Services National Law and Regulations
e Ensure all staff, educators, students, volunteers and visitors understand and adhere to this policy
e Promote awareness of this policy within the service community
e Ensure equitable access to policy information for all families
e Support completion of required child safety training
e Embed child safe practices within organisational culture

e Maintain awareness of relevant legislative and regulatory requirements, including privacy
obligations

e Ensure clear processes exist for raising and managing concerns



CHILD SAFE CULTURE

Promote a culture of child safety and wellbeing

Ensure all personnel understand their child protection responsibilities

Support environments that prioritise supervision and safety

Ensure risks associated with digital technologies are identified and considered

Ensure incidents or concerns relating to digital technology are recognised and addressed
Support children to feel safe in reporting concerns

Ensure concerns are documented and managed appropriately

Support awareness of reporting and disclosure processes

EDUCATOR RESPONSIBLITIES

Adhere to this policy and relevant legislation

Maintain awareness of child protection responsibilities and duty of care
Promote safe, respectful and appropriate use of digital technologies
Support a culture of child safety and wellbeing

Maintain professional conduct when using digital technologies

Protect confidentiality and privacy of children and families

Ensure digital content is appropriate and respectful

Support children’s understanding of safe digital practices

Engage children in discussions about digital use where appropriate

Report concerns relating to child safety or inappropriate use of technology

FAMILY RESPONSIBILITIES

Adhere to this policy
Support the service’s approach to safe use of digital technologies
Provide required authorisations

Respect the privacy of all children within the service
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